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2010 Data Breach Investigations Report

A study conducted by the Verizon Business RISK team
in cooperation with the United States Secret Service.

Executive Summary

In some ways, data breaches have a lot in common with ngerprints. Each is unique and we learn a great deal by analyzing the
various patterns, lines, and contours that comprise each one. The main value of ngerprints, however, lies in their ability to identify
a particular individual in particular circumstances. In this sense, studying themin bulk o ers little additional bene t. On the other
hand, the analysis of breaches in aggregate can be of great bene t; the more we study, the more prepared we are to stop them.

Not surprisingly, the United States Secret Service (USSS) is also interested in studying and stopping data breaches. This was a
driving force in their decision to join us in this 2010 Data Breach Investigations Report. They've increased the scope of what
we're able to study dramatically by including a few hundred of their own cases to the mix. Also included are two appendices
from the USSS. One delves into online criminal communities and the other focuses on prosecuting cybercrime. We're grateful
for their contributions and believe organizations and individuals around the world will bene t from theire orts.

With the addition of Verizon's 2009 caseload and data contributed from the USSS, the DBIR series now spans six years, 900+
breaches, and over 900 million compromised records. We've learned a great deal from this journey and we're glad to have the
opportunity to share these ndings with you. As always, our goal is that the data and analysis presented in this report proves
helpful to the planning and security e orts of our readers. We begin with a few highlights below.







Methodology

Itis often said that the role of science is to explain the “how” of things in the natural world. We ndita tting description and
applaud all who study the intricacies of our eld in pursuit of greater understanding. In that vein, the 2010 Data Breach
Investigations Report (DBIR) marks the third installment ( fth if you count supplemental reports) in our continuing e ort to
shed light on the “how” of things in the world of computer crime.

The collection of data through rigorous observation is, of course, one of the cornerstones of any scienti ¢ endeavor. While
we like to think our methodology has been rigorous, it cannot be said that it has been entirely consistent. The 2008 DBIR was
a retrospective covering four years (2004-2007) of Verizon's caseload in one massive data collection e ort. The scope was
large but the level of analysis was somewhat limited due to the passage of time. The shift from historic to ongoing collection
for the 2009 DBIR opened the door to more active

observation, greater detail, and new areas of study. This Not only does this increase the size of the

approach certainly would have worked again for this year's
report and would have maintained a state of consistency,

window of visibility we have into the world

which is a good trait to have in amethodology. Our ultimate of data breaches but also grants anew
goal, however, is not a state of consistency; our ultimate perspective into that world. As will be seen,

goal is a state of knowledge. It is to understand and explain
the “how”

For this reason, we are shaking things up again by including
acompletely foreign and very di erent (yet still very reliable)
dataset in the 2010 DBIR. We're thrilled to welcome the contributions (in data and expertise) of the United States Secret
Service (USSS) to this year's report. Not only does this increase the size of the window of visibility we have into the world of
data breaches but also grants a new perspective into that world. As will be seen, our caseloads share many similarities, but
there are some key di erences as well. Both are instructive and we rmly believe this jointe ort will lead us closer to the goal
described above.

Pulling the two datasets together was quite an undertaking for both parties and the rest of this section will explain how it
was accomplished.

Verizon Data Collection Methodology

The underlying methodology used by Verizon remains unchanged from that of previous years. All results are based on

rsthand evidence collected during paid forensic investigations conducted by Verizon from 2004 to 2009. The 2009 caseload
is the primary analytical focus of the report, but the entire range of data is referenced extensively throughout. Though the
Investigative Response (IR) team works a variety of engagements, only those involving a con rmed breach are included in
this data set. To help ensure reliable and consistent input, all investigators use the Verizon Enterprise Risk and Incident Sharing
(VERIS) framework to record case data and other relevant details. The information collected using VERIS is then submitted to
members of the RISK Intelligence team for further validation and analysis. The aggregate repository of case data is sanitized
and contains no information that would enable one to ascertain a client’s identity.

our caseloads share many similarities, but
there are some key di erences as well.



USSS Data Collection Methodology

With all the talk of “shaking things up”above, one might conclude that consistency was tossed out the window in this year's
report. This is not the case. In terms of data collection, the USSS methodology di ers little from that of Verizon. For the
purposes of this study, the USSS created an internal application based on the VERIS framework. From the thousands of cases
worked by the USSS during 2008 and 2009', the scope was narrowed to only those involving con rmed organizational data
breaches’ in alignment with the focus of the DBIR. The scope was further narrowed to include only cases for which Verizon
did not conduct the forensic investigation®. Of these cases, a sample was taken and requests to input data were sent to USSS
agents who worked each case. In doing so, these agents utilized investigative notes, reports provided by the victim or other
forensic rms, and their own experience gained in handling the case. This yielded 257 qualifying cases for which data were
collected within the time frame set for this report. The resulting dataset was purged of any information that might identify
organizations or individuals involved in the case and then provided to Verizon's RISK Intelligence team for analysis.

In conclusion, we would like to reiterate that we make no claim that the ndings of this report are representative of all data

breaches in all organizations at all times. Even though the merged Verizon-USSS dataset (presumably) more closely re ects

reality than either in isolation, it is still a sample. Although we believe many of the ndings presented in this report to be

appropriate for generalization (and our con dence in this grows over time), bias undoubtedly exists. Even so, there is a wealth

of information here and no shortage of valid and clear takeaways. As with any study, readers will ultimately decide which
ndings are applicable within their organization.

[,

The scope of data collection for the USSS was 2008 and 2009. However, over 70 cases worked in 2008 pertained to breaches that occurred in 2007. Because this is a large
enough sample and allows for three-year trend analysis, we show them separate from 2008 breaches.

The USSS works many cases related to theft and fraud that are not included in this report. For instance, crimes committed against consumers that do not involve an organization
or its assets are not included. Criminal activities that occur after data are stolen (i.e, “white plastic fraud” and identity theft) are also not within the scope of this study.

The USSS is often involved in one manner or another with cases worked by Verizon (especially the larger ones). To eliminate redundancy, these cases were removed from the
USSS sample. Where both Verizon and the USSS worked a case, Verizon-contributed data were used.

http://www.verizonbusiness.com/resources/whitepapers/wp_verizon-incident-sharing-metrics-framework_en_xg.pdf
https://verisframework.wiki.zoho.com/
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Cybercrime Year in Review, 2009

2009 was, in many ways, a transformational year in the trenches. As attackers and defenders vied for advantage, there were
numerous developments on many fronts around the world. It's di cult to measure who's winning with any certainty but
there are, at least, some measurements available. One of them, public breach disclosures, fell noticeably in 2009. Organizations
that track disclosed breaches like DataLossDB® and the Identity Theft Resource Center’ reported gures that were well o
2008 totals. Private presentations and hallway conversations with many in the know suggested similar ndings. Our own
caseload reveals this as well. In a report dedicated to the analysis of annual breach trends, it seems wholly appropriate to
re ect on why. It also provides a tting backdrop for discussing some key 2009 milestones.

In our last report, we observed that massive exposures of payment card data in recent years have e ectively ooded the
market and driven down the prices criminals can get for their stolen wares. 2009, then, may simply be the trough in a natural
supply and demand cycle. If supply has outpaced demand, why release more product?

Perhaps  Perhaps cybercriminals are directing their resources elsewhere until market conditions

.. improve. Itis also possible that breaches are occurring at the same rate but the criminals are
cybercriminals " . ) .
sitting on stolen data until demand picks up. Because fraud alerts are the leading method of

are directing their discovering breaches, it stands to reason that many breaches could occur without anyone

resources elsewhere being the wiser if the criminal decided it was in his best interest to be patient.

until market Another possible reason for this decline is law enforcement’s e ectiveness in capturing the

. . criminals. The prosecution of Albert Gonzalez was a major event in 2009. He and his
conditions Improve. accomplices were responsible for some of the largest data breaches ever reported. Taking
It is also possible them o the streets, so to speak, may have caused a temporary (but we can hope for
that breaches are permanent) dip in breaches. It is also possible that their prosecution made other

cybercriminals take some time o0  to reevaluate their priorities in life.

occurring at the
2009 witnessed much discussion and consideration around the world about breach

same rate but the disclosure laws. As seen in the U.S, the creation of these laws can have a huge e ect on
criminals are sitting breach statistics. So can the administration of them. Depending on how the legal

. environment evolves in this area, it could have a signi cant impact on the number of
on stolen data until g P

demand picks up.

known breaches worldwide.

While it’s highly unlikely that cloud computing or virtualization had anything to do with breach
disclosure rates, they were no doubt hot topics in 2009. We continue to search for a link between
data breaches and cloud-based or virtualized infrastructure but continue to nd none.

Finally, we would be remiss if we did not touch on the subject of the hour, Advanced Persistent Threats (APTSs). Yes, APTs are
real but they are not new. Although the hype has grown exponentially, the post-2010 threat of APTs to your organization is
more or less the same as pre-2010 levels. While we do appreciate the business, we would like to save you some expense and
heartache: APTs are not the source of all malware infections and suspicious tra ¢ on your network. Don't get caught up in
the hype. Manage your defenses based on reality, not on publicity. We hope this report helps with that.

6 http://datalossdb.org/
7 http://www.idtheftcenter.org/index.html



Results and Analysis

The Verizon IR team worked over 100 cases in 2009; 57 of them were con rmed breaches. While lower than typical for our
caseload, many of these breaches were quite large and complex, often involving numerous parties, interrelated incidents,
multiple countries, and many a ected assets. The 257 quali ed cases in the USSS dataset® included 84 cases from 2009, 102
from 2008, and 71 from 2007.

The primary dataset analyzed in this report contains the 141 (57 + 84) con rmed breach cases worked by Verizon and the
USSS in 2009. The total number of data records compromised across these cases exceeds 143 million. In several places
throughout the text, we show and discuss the entire range of data for both organizations (2004-2009 for Verizon, 2007-2009
for the USSS). No small amount of internal discussion took place regarding how best to present statistics on the combined
Verizon-USSS dataset. In the end, we decided that its most compelling feature was not simply the ability to compare and
contrast Verizon's cases with those of the USSS but rather the opportunity to study a more representative sample. Therefore,
the chosen approach is to present the combined dataset intact and highlight interesting di erences (or similarities) within
the text where appropriate. There are, however, certain data points that were collected by Verizon but not the USSS; these are
identi ed in the text/ gures.

As was the case in our last report, about two-thirds of the breaches covered herein have either not yet been disclosed or
never will be. Many were related in some manner (i.e, same perpetrators or source IP). So far, almost 15% of Verizon’s 2009
cases led to known arrests while 66% of USSS cases resulted in the arrest of a suspect. Even more impressive is that most of
those ended in a conviction.

With the addition of Verizon’s 2009 caseload and data
contributed from the USSS, the DBIR series now spans six years,
900+ breaches, and over 900 million compromised records.

The guresin this report utilize a consistent format. Values shown in dark gray pertain to breaches while values in red pertain
to data records. The “breach”is the incident under investigation in a case and “records’ refer to the amount of data units (  les,
card numbers, etc.) compromised in the breach. Figures and tables do not always contain all possible options but only those
having a value greater than 0. If you are interested in seeing all options for any particular gure, these can be found in the
VERIS framework.

Without further delay, we present the investigative ndings and analysis of Verizon and the USSS.

8 Refer to the Methodology section for an explanation of the qualification process.



Demographics

Of all sections in this report, demographics always present the greatest challenge for drawing out deeper meaning behind
the numbers. While attack trends, incident response metrics, and other results are certainly dependent upon a given year’s
caseload, demographic data seem particularly so. Does the fact that we have more/less of a particular industry or region
mean it is under increased attack? Is it more vulnerable? Did laws or other environmental factors change? Sheer coincidence?
Obviously, it's di cult to know for certain. Demographic information is helpful, though, in establishing the context for other
results. Thus, in this section we will relay the statistics, infer what we can, and let you do the rest.

Figure 1. Industry groups represented by percent of breaches

33% 23% 15% 6% 5% 4% 4% 4% 3% 4%
Financial Hospitality Retail Manufacturing | Tech Services |  Business | Government Media Healthcare Other
Services Services

Data breaches continue to occur (in our caseload and elsewhere) within all types of organizations. These are categorized as
they have been in previous reports according to the industry groups represented in Figure 1°. Financial Services, Hospitality,
and Retail still comprise the “Big Three” of industries a ected (33%, 23%, and 15% respectively) in the merged Verizon-USSS
dataset, though Tech Services edged out Retail in Verizon's caseload. That this is consistently true of both the Verizon and
USSS caseloads does seem to carry some signi cance.

The targeting of nancial organizations is hardly shocking; stealing digital money from information systems rather than
vaults is basically just a less primitive form of bank robbery. It represents the nearest approximation to actual cash for the
criminal. Also, and perhaps more importantly, nancial rms hold large volumes of sensitive consumer data for long periods
of time. For this reason (and others), they fall under more stringent regulation and reporting requirements. This, in turn,
increases the likelihood that breaches will require criminal and/or forensic investigation. In short, where other industries
might be able to “sweep it under the rug” nancial institutions are nding it increasingly di cult to do so. Regardless of the
root cause(s), a growing percentage of cases and an astounding 94% of all compromised records in 2009 were attributed to
Financial Services.

9 There are some changes in the way we categorize industries in this report. Most notably, “Food and Beverage” has been folded into the “Hospitality” group as this seems to be
standard convention. A complete list of industries can be found in the VERIS framework.









Figure 4. Organizational size by percent of breaches (number of employees)
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Many of our customers express concern about the security rami cations of mergers, acquisitions, and other major
organizational changes (perhaps even more so than normal given economic conditionsin recentyears). Thisis understandable
as these changes bring together not only the people and products of separate organizations but their technology
environments as well. Seamless integration of technology, process, and mind-set certainly has its fair share of challenges. Last
year, we reported that 13% of our caseload involved organizations that had recently been involved in a merger or acquisition.
In 2009 that gure was 9% and another 9% had restructured in some signi cant way. While nothing can be claimed or
inferred directly from these ndings, we believe it is well worth watching this metric over time.

Threat Agents VERIS Classification Note: If the
. . L agent’s role in the breach is limited to
Threat agents refer to entities that cause or contribute to an incident. There can be more than a contributory error (see note in the

Threat Actions section under Error),

one agentinvolved in any incident and their involvement can be malicious or non-malicious, ;
they would not be included here. For

intentional or accidental, direct or indirect. Identifying those responsible for a breach is critical example, if an insider’s unintentional
. L . miscon guration of an application
to any forensic investigation, not only for purposes of response and containment, but also for left it vulnerable to attack, the insider
creating current and future defensive strategies. Verizon recognizes three primary categories would not be considered an agent if
the application were successfully
of threat agents—External, Internal, and Partner. breached by another agent. An
insider who deliberately steals data
External: External threats originate from sources outside the organization and its or whose inappropriate behavior
. . . (i.e, policy violations) facilitated the
network of partners. Examples include hackers, organized crime groups, and government breach would be considered an

entities, as well as environmental events such as weather and earthquakes. Typically, no agentin the breach.

trust or privilege is implied for external entities.

Internal: Internal threats are those originating from within the organization. This encompasses company executives,
employees, independent contractors (i.e, 1099 sta ), and interns, etc., as well as internal infrastructure. Insiders are trusted
and privileged (some more than others).

Partners: Partners include any third party sharing a business relationship with the organization. This includes suppliers, vendors,
hosting providers, outsourced IT support, etc. Some level of trust and privilege is usually implied between business partners.

11









Following this discussion, there are a few observations to
note regarding Figure 7 which contrasts single and multi-
agent breaches. The 27% of cases involving more than
one agent is well below the 2008 level of 39%. Though not
apparent from the gure itself, most multi-agent breaches
worked by Verizon exhibit an external-partner
combination. In most of these, partner assets are
compromised by an external agent and used to attack the
victim. On the other hand, external-internal is far more common in USSS cases. As will be discussed later in this report, this
scenario often involves an outsider soliciting or bribing an employee to embezzle or skim data and/or funds. Partner-internal

pairings are rare within both caseloads.

Breach Size by Threat Agents

Though we do not assert that the full impact of a breach
is limited to the number of records compromised, it is a
measurable indicator of it. Analysis around nancial losses
incurred by breach victimsis probably the most requested
addition to the DBIR. For various reasons”, forensic
investigators do not have nearly as much visibility into
this as they have into the immediate details surrounding
a breach. We do, however, include metrics for collecting
impact data within VERIS and refer interested readers
there for more information.

Figure 8 records the distribution of the 143+ million
records compromised across the merged 2009 dataset
among threat agents. It looks a great deal like it did in our
last DBIR. There is not a linear relationship between
frequency and impact; harm done by external agents far
outweighs that done by insiders and partners. This is true
for Verizon and for the USSS and true for this year and in
years past. To illustrate this point, we present Figure 9 showing the distribution of the over 900 million compromised records
in the merged dataset between 2004 and 2009.

We could provide commentary to Figure 9, but what could it possibly add? If a chart in this report speaks with more clarity
and nality we aren't sure what it is.

We could provide commentary to Figure 9, but what could it possibly add? If a
chart in this report speaks with more clarity and nality we aren’t sure whatit is.

11 http://securityblog.verizonbusiness.com/2009/04/16/to-dbir-show-me-the-money/
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External Agents (70% of breaches, 98% of records)

Table 1 presents a comparison of the various types of external threat
agents identi ed during 2009 by Verizon and the USSS. The merged
results continue to show that external breaches are largely the work of
organized criminals. Banding together allows them to pool resources,
specialize skills, and distribute the work e ort, among other advantages.
Figure 10 demonstrates the e ectiveness of this approach. Crime has
been a business for a very long time. This is just the same old story played
outonadi erent (digital) stage. We refer readers to Appendix A for more
information on organized criminal communities.

The large proportion of “‘unknown”in Table 1 is the result of several factors.
Sometimes the particular type of agent cannot be determined.
Sometimes the victim does not wish to spend time or money toward
making this determination. The USSS contains far fewer“unknown”agents
due to their role in identifying and prosecuting suspects.

In terms of the role external agents played in 2009 breaches, 84%
participated directly in the attack. The rest solicited another agent to
perpetrate the attack or supported it in some other manner. Scenarios of
this are discussed elsewhere in this report.

Banding together allows criminal groups to pool
resources, specialize skills, and distribute the work
e ort,among other advantages. Crime has been a
business for a very long time. This is just the same
old story played outona di erent (digital) stage.

85%

Organized
criminal groups
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Internal Agents (48% of breaches, 3% of records)

Of cases involving internal threat agents in 2009, investigators determined 90% were
the result of deliberate and malicious activity. This nding does not mean that insiders
never unintentionally contribute to breaches; they very often do. As discussed earlier,
our method of classi cation does not consider insiders to be an active part of the
event chain if their role is limited to contributory error. Inappropriate actions include
policy violations and other questionable behavior that, while not overtly malicious,
can still result in harm to information assets. Not only can inappropriate behavior
contribute directly to a breach, but it may also be an ill omen of what's to come. Over
time investigators have noticed that employees who commit data theft were often
cited in the past for other “minor” forms of misuse (or evidence of it was found and
brought to light during the investigation).

Recently, many have hypothesized that insider crime would rise due to nancial strain
imposed by global economic conditions. Hard times breed hard crimes as they say. It
is entirely possible that this is occurring, but neither the Verizon nor USSS caseload
show evidence of it. As seen back in Figure 6, Verizon shows a at trend for insiders
and the USSS shows a downward trend over the last three years. Nevertheless, it is a
logical hypothesis and worthy of further study.

Analyzing the types of insiders behind breaches yields a great deal of practical
information. Each of the types listed in Table 2 represent a certain inherent mix of

Figure 12. Role of internal

agents by percent of breaches

within Internal

90%

Unintentional

Inappropriate

Deliberate

Recently, many have
hypothesized that insider crime
would rise due to nancial
strain imposed by global
economic conditions. Hard
times breed hard crimes as they
say. It is entirely possible that
this is occurring, but neither

the Verizon nor USSS caseload
show evidence of it.

skills, duties, privileges, etc., all of

which speak to the capabilities and

resources of that agent and the safeguards most relevant to them.
Traditionally, we have seen a large and fairly even proportion of system/
network administrators to regular users with a few other types mixed in
occasionally. 2009 results are substantially different and, no surprise, this is
largely due to USSS data. Specifically, it is related to the types of internal
crime investigated by the USSS (see the Misuse section under Threat
Actions for a more detailed discussion). As a result, regular employees
were responsible for a much larger share (51%) of breaches. These cases
typically involved bank tellers, retail cashiers, and other similar personnel
taking advantage of their everyday job duties to skim, embezzle, or
otherwise steal data from their employers.
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Partner Agents (11% of breaches, 1% of records)

As discussed already, partner-related breaches are down in comparison to previous years.
When partners are a factor, the Verizon and USSS cases have di ering perspectives as to
their role. Verizon's ndings continue to show that the majority of breaches involving
partners are the result of third-party information assets and accounts being “hijacked” by
another agent and then used to attack victims. This frequently involves a remote access
connection into the victim's systems. If compromised, the malicious agent’s actions
would appear to come from a trusted source and therefore be even more di cult to
detect and prevent. Poor partner security practices usually allow or worsen these attacks.

Organizations that outsource their IT management
and support also outsource a great deal of trust to
these partners. In the end, what we said last year
remains true; poor governance, lax security, and too
much trust is often the rule of the day. Outsourcing
should not mean “Out of sight, out of mind.”

The USSS caseload, on the other
hand, shows most partner
breaches stem from the
deliberate and malicious actions of that partner. An example of this
might be a third-party system administrator who maliciously misuses
her access to steal data from the victim. We believe that the merged

data set balances these two extremes to arrive at the ratio shown here.

The types of partners in each dataset parallel the di erences described
above. Partners that manage systems are by far the most common
0 enders, whether their role is accidental or deliberate. Assets often
involved in these breaches are point-of-sale systems within the hospitality
and retail industries. Organizations that outsource their IT management
and support also outsource a great deal of trust to these partners. In the
end, what we said last year remains true; poor governance, lax security,
and too much trust is often the rule of the day. Outsourcing should not
mean “Out of sight, out of mind”
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Threat Actions

Threat actions describe what the threat agent did to cause or contribute to the breach. There are usually multiple actions
across multiple categories during a breach scenario. Verizon uses seven primary categories of threat actions, which are
depicted in Figure 14 along with the percent of breaches and compromised records associated with each.

As with the ndings for threat agents, we imagine Figure 14 raises some eyebrows among those familiar with previous
versions of this report. Before going any further, we'd like to direct attention to Figure 15 to see if we can turn some of those
raised eyebrows into head nods and an “ah-ha” or two. In the 2008 Supplemental DBIR, we presented all the same basic
statistics as in the original report except sliced up by industry. Figure 15 shows the prevalence of threat actions in Financial
Services from that report. Though by no means a mirror image of Figure 14, it does demonstrate that a dataset containing a
large proportion of nancial organizations will exhibit a more “balanced” mix of threat actions and higher values in the Misuse
and Social categories. On the other hand, the Retail and Hospitality industries are very lopsided toward Hacking and Malware.
Therefore, Figure 14 is not a new trend or sudden change in the threat environment. It aligns perfectly well with what we
would expect of a merged Verizon-USSS dataset that contains a higher-than-normal proportion of nancial organizations.

This is quite a sobering statistic but one that adds yet another chapter to
a story we already know: In the big breaches, the attacker hacks into the
victim's network (usually by exploiting some mistake or weakness) and
installs malware on systems to collect (lots of) data. That the USSS cases
tell the same story certainly makes it more compelling though.

20






Those wishing to compare 2009
results to previous vyears for
Verizon’s caseload can do so in
Figure 16. Another version of the
same chart is provided for the three
years for which we have data from
the USSS (Figure 17). The most
noticeable change in 2009 among
breaches worked by Verizon was a
substantial upswing in malware. For
the most part, USSS trends held
steady, with Social and Misuse
showing some growth while
Hacking and Malware declined
slightly. The following sections
provide a more in-depth analysis of
each threat action category.

Malware (38% of breaches, 94% of records)

Malware is any software or code developed for the purpose of compromising or harming information assets without the
owner's informed consent. It factored into 38% of 2009 cases and 94% of all data lost. When malware is discovered during an
investigation, the IR team often works with ICSA Labs, an independent division of Verizon, to conduct the analysis. Through
this collaboration, investigators are able to better help the customer with containment, removal, and recovery. Malware can
be classi ed in many ways but we utilize a two-dimensional approach thatidenti es how it was distributed (infection vector)
and what the malware did (functionality). These characteristics have a direct bearing on preventive measures.

Infection Vectors

Per Figure 18, the most frequent malware infection vector is once again installation or injection by a remote attacker. This is
often accomplished through SQL injection or after the attacker has root access to a system. Both have the troublesome
ability to evade antivirus (AV) software and other traditional detection methods, which has a lot to do with their consistent
place at the top of this list.
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Hacking (40% of breaches, 94% of records)

Actions in the Hacking category encompass all attempts to intentionally access or
harm information assets without (or in excess of) authorization by thwarting logical
security mechanisms. Hacking a ords the criminal many advantages over some of the
other categories; it can be accomplished remotely and anonymously, it doesn't require
direct interaction or physical proximity, and there are many tools available to automate

VERIS Classi cation Note: There is an
action category for Hacking and for
Misuse. Both can utilize similar vectors
and achieve similar results; in Misuse,

the agent was granted access (and used
it inappropriately) whereas with Hacking
access was obtained illegitimately.

and accelerate attacks. The latter lowers the learning curve and allows even less-skilled threat agents to cause a lot of trouble. In

this section, we examine the types of hacking observed by Verizon and the USSS in 2009, the paths through which these attacks

were conducted, and other details about this important category.

Types of Hacking

The attacks listed in Figure 21 will look a bit di erent to those familiar with previous DBIRs. The changes are due to our e ort

to standardize on a classi cation system for hacking methods in connection with the public release of VERIS. Internally, we

had more freedom to simply describe what we observed in our caseload but in order for the USSS (and hopefully others) to

use VERIS a more formal approach was necessary. The resulting list (which is not shown here in its entirety) is not exhaustive,

as detailed as it could be, or perfect. It
is, however, useful for most attacks
and provides enough speci city for
the intended purpose. It is derived
from our own work and from open
attack taxonomies from the Web
Application  Security Consortium
(WASC), the Open Web Application
Security Project (OWASP), and the
Common Attack Pattern Enumeration
and Classi cation (CAPEC) from
Mitre. Cross-referencing these is not
a quick, easy, or con ict-free process.
The list of hacking types in VERIS uses
the WASC Threat Classi cation v2.0 as
a baseline” and pulls from the others
to round out areas not addressed in
WASC (i.e, non-application attacks).
We refer users to the links above for
de nitions and examples.

12 Thanks to Jeremiah Grossman and Robert Auger from WASC for volunteering their time to serve as a sounding board on attack classification matters.
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Social (28% of breaches, 3% of records) VERIS Classification Note: Those
familiar with the 2008 and 2009 DBIRs

Social tactics employ deception, manipulation, intimidation, etc. to exploit the human may recognize this as a new category.
. . . X X . This category was previously referred
element, or users, of information assets. These actions are often used in conjunction to as Deceit; we believe the change

with other categories of threat (i.e, malware designed to look like antivirus software) Ee“er re ects the broad nature of
uman-targeted threats.

and can be conducted through technical and non-technical means. Within the past

year, social tactics played a role in a much larger percentage (28% vs. 12% in 2008) of

breaches, due mainly to the addition of the USSS cases.

As seen in Figure 23, solicitation and bribery occurred more often than any of the other types of social tactics recognized by
the VERIS framework. This may seem odd, but the explanation is quite simple; these were scenarios in which someone
outside the organization conspired with an insider to engage in illegal behavior (usually embezzlement as seen in the next
section). According to the USSS, these are usually organized criminal groups conducting similar acts against numerous
organizations. They recruit, or even place, insiders in a position to embezzle or skim monetary assets and data, usually in
return for some cut of the score. The smaller end of these schemes often target cashiers at retail and hospitality establishments
while the upper end are more prone to involve bank employees and the like. Other common social tactics observed in 2009
were phishing and pretexting. These are classic attacks that have been discussed extensively in our previous reports.
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Misuse (48% of breaches, 3% of records)

We de ne misuse as using organizational resources or privileges for any purpose or
in a manner contrary to that which was intended. These actions can be malicious or
non-malicious in nature. The category is exclusive to parties that enjoy a degree of
trust from the organization like insiders and partners. For the rst time since we
began this study, Misuse was the most common of all threat actions (48%) in our
dataset. It was not, however, responsible for a large proportion of records breached
(3%). It may seem strange that such a frequently occurring problem accounts for so
small a number of records, but when one considers the circumstances that surround
misuse it begins to make sense.

Embezzlement, skimming, and related fraud were seen more often than other forms of

VERIS Classi cation Note: There is an
action category for Hacking and for
Misuse. Both can utilize similar vectors
and achieve similar results; in Misuse,
the agent was granted access (and
used it inappropriately) whereas with
Hacking, access was obtained
illegitimately. Additionally, the line
between Misuse and Error can be a bit
blurry. In general, the categories divide
along the line of intent. Errors are
wholly unintentional, whereas Misuse
involves willful actions typically done in
ignorance of policy or for the sake of
convenience, personal gain, or malice.

misuse and were exclusive to cases worked by the USSS. These actions were typically perpetrated by employees entrusted with
the oversight or handling of nancial transactions, accounts, record keeping, etc. Not surprisingly, this often occurred in  nancial
institutions, retail stores, and restaurants. In many cases the use of handheld skimmers and other devices were utilized to
facilitate the theft. This accounts for much of the “use of unapproved hardware/devices”depicted in Figure 25. While such activity
may not tsome people’s notions of cybercrime, cases included in this study did constitute a legitimate data breach. Payment
cards, personal information, bank account data, and other sensitive information were compromised and often sold to external
parties or used by the insider to commit fraud. It may not be the type of thing readers have come to associate with the DBIR but
that is precisely why the addition of the USSS data is so valuable; it lets us study cases we would otherwise never see.
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Physical (15% of breaches, 1% of records)

VERIS Classi cation Note: Natural
hazards and power failures are often

This category includes human-driven threats that employ physical actions and/ classified under Physical threats.

or require physical proximity. As in years past, physical attacks continue to rank

We include such events in the

Environmental category and restrict

near the bottom of our list of threat actions. We recognize that this is not in line the Physical category to intentional

actions perpetrated by a human

with what our readers commonly hear and, as we have stated in the past, it is agent. This is done for several reasons,

largely due to our caseload. The nature of a great many physical attacks precludes
the need for any investigation, and furthermore, they often do not lead to actual

including the assessment of threat
frequency and the alignment of controls.

data compromise. When regulated information is stored on a stolen laptop, it is

considered ‘“data-at-risk” and disclosure is often
required. This is true whether or not the criminal
actually accessed the information or used it for
fraudulent purposes. Our dataset, on the other hand, is
comprised of incidents in which compromise was
confirmed (or at least strongly suspected based on
forensic evidence). The same is true of the USSS’ cases,
yet the combined dataset still exhibits the highest
percentage of physical attacks we've ever reported.

In almost half of the cases involving physical actions, theft

was the type. It would appear that theft is not any more or less prevalent to any particular agent, as we observed external,
internal, and partner entities partaking in this crime®. Typically, the assets that were stolen were documents, but also
frequently included desktop or laptop computers. In our caseload, theft typically occurred in non-public areas within the

victim's facility like 0 ces and storage rooms, although there were a few exceptions to this rule.

14 A VERIS classification distinction should be made here: If an insider stole assets, funds, or data they were granted physical access to as part of their job duties, we would

consider this to be in the “Misuse” rather than “Physical” action category.



Nearly equal in number to theft, all instances of tampering were Table 5. Location of physical actions by number

. . of breaches
related to ATM and gas pump skimmers and were unique to the USSS
caseload. These are electronic devices that t over credit card reader Victim location—Indoor 7
. . . non-public area e,
slots and often (though not always) work in concert with hidden P (60 o9
cameras to capture your account number and PIN. Although some of wictim location—Outdoor area 7
these devices are rudimentary and crude, others are ingeniously -y e rp— )
constructed and are incredibly difficult to spot™ The cases that or building
involved video surveillance were, as one might expect, all ATMs rather Victim location—Indoor public/ 3
customer area

than gas pumps. The majority of these occurred in outdoor areas at
the victim location such as an ATM located outside of a bank. This type External location—Public vehicle 2

(plane, train, taxi, etc)

of crime, while not organized crime as we typically speak of in - ) .

] ] ) ] Victim location—Disposal area 1
connection with large-scale hacking cases, does indeed have (U2, BEE )
organization and de ned methods. It is most commonly the work of

small gangs of criminals who specialize in this type of theft. It should

be noted that while physical actions of this type constituted a rather small number of cases, they encompassed a large
number of individual crimes. For instance, several cases of this type worked by the USSS in 2009 involved skimmers that were
set up at over 50 separate ATMs (in each case) covering a large geographic region.

Error (2% of breaches, <1% of records)

Error refers to anything done (or left undone) incorrectly or inadvertently. Given this broad de nition, some form of error
could be considered a factor in nearly all breaches. Poor decisions, omissions, miscon gurations, process breakdowns, and
the like inevitably occur somewhere in the chain of events leading to the incident. For this reason, we distinguish between
error as a primary cause of the incident vs. contributing factor. If error is a primary cause it independently and directly
progresses the event chain leading to an incident. On the other hand, if error is a contributing factor, it creates a condition
that—if/when acted upon by another threat agent—allows the primary chain of events to progress. For example, a
miscon guration that makes an application vulnerable to attack is a “contributing factor” whereas one that immediately
crashes the server is the “primary cause.

We include all that gobbledygook because, quite honestly, how to best classify the role of error in a breach confuses us at times
(and we created the classi cation system). In past DBIRs, we merged all errors together in a single chart if they “signi cantly”
contributed to the breach. Over time, determining whether an error was*signi cant enough to be signi cant”and thus counted
as a statistic in the report, caused no few heated discussions (yes, we're geeks and take this stu seriously). Therefore, we've
decided to bypass all that and handle things slightly di erently than we have in the past. In Table 6, we present only errors  tting
the “primary cause” description given above. We can directly observe these and they had a direct and measurable role in the
breach. To us, it seems the most straightforward and honest approach and we hope it satis es you as well.

15 http://krebsonsecurity.com/2010/01/would-you-have-spotted-the-fraud/
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It will undoubtedly be noticed that the overall numbers are much
Table 6. Types of causal errors by number

of breaches lower than they have been in the past. Mainly, this is a result of the
causal vs. contributory distinction. It is also true that incidents directly

Miscon guration 2 resulting from an error are less likely to require outside investigation as
Loss or misplacement 1 it's often painfully obvious what happened. Please don't let these low

numbers mislead you; though not shown among the causal variety in

Rublishinglerron(ie. jposting 1 Table 6, contributory error is ALMOST ALWAYS involved in a breach. It
private info on public site)

would be a mistake to use our classi cation minutia as an excuse not to
Technical / System malfunction 1

unyieldingly strive to minimize errors and their impact to data security
in your organization.

Environmental (0% of breaches, 0% of records)

This category not only includes natural events like earthquakes and oods but also h